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GEELEE it 3 BSOS INET
el Ak I 55 K AR 36 th 14 31.82% 14
EX 2 4.55%
SQL Injection = 4 9.09% 11
o 5 11.36%
EX 1 2.27%
T BRIZEHI R = 7 15.91% 9
& 1 2.27%
A & 1 2.27%
ZERRE TR 4
=l 3 6.82%
= 2 4.55%
XSS 4
& 2 4.55%
mLEA = 1 2.27% 1
mona A B G I SR 3 = 1 2.27% 1
CE 100% 44
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xmlrpc SSRF 5525 (8 Al i s 5K (R 45)

O XML-RPC = WordPress 2 ¥ 4MN=IntE T A (Remote Procedure Call ;
RPC) B APl # - o2 fIME 2% 8 XML-RPC AP| #l1TiRIR3E N EIR -

O = HAINPAR#E I 40 Blogger, metaWeblog, Movable Type 52 Pingback
%% . oJ# XML-RPC S8R5 -

O XML-RPC {£H http i EFARBEET - EEEHERA /xmirpc.php - # 3.5
hRERYE - FERRERAFLEINEE -

O WordPress TRz FRUET SN APl Bk#S - RISt ERZELZEE - £ 2014 £
REBEB—RARBENKBEEH - 20 XML-RPC FEFASIEE - MNRIRAIH
Ia IR A E A XML-RPC BR#5 - ZE:&RdPI XML-RPC R #5 LUk 2 & %2 fE b -

2024/5/9 center38©2024, Computer Center, National Central University. 6


https://codex.wordpress.org/XML-RPC_Support

xmlrpc SSRF 55 & (A1 AR IR s5 K 1A 1E)

® Wordpress IR FBEKRE
e

B

® THAE A WordpresshiiZ - i £ .htaccessan E 5 1L ¥

xmlrpc.phpt&rIsH [
® protect xmlrpc Order Deny

Allow Deny from all

o =i il BRAR B #% FAIxmlrpc.php -
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SQL injectionZE (B} EH )

Parameter: cid (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause
Payload: cid=62' AND 8236=8236 AND 'FBTZ'='FBTZ

Type: stacked queries
Title: MySQL = 5.0.12 stacked queries (comment)
Payload: cid=62"';SELECT SLEEP(5)#

Type: time-based blind
Title: MySQL > 5.0.12 AND time-based blind (query SLEEP)
Payload: cid=62' AND (SELECT 4393 FROM (SELECT(SLEEP(5)))UHXu) AND 'xJkU'='xJkUu

Type: UNION query
Title: Generic UNION query (NULL) - 10 columns
Payload: cid=-9586"' UNION ALL SELECT NULL,CONCAT(0x71706b7171,0x6e56426264597a5773504d726
7871),NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL-- -
[ ] [INFO] the back-end DBMS is MySQL
web server operating system: Windows 10 or 11 or 2016 or 2019 or 2022
web application technology: Microsoft IIS 10.0, ASP.NET 4.0.30319, ASP.NET
back-end DBMS: MySQL = 5.0.12
[ ] [INFO] fetching current database
current database: 'Jjjjpt’
[ ][ ] rfetched data logged to text files under '/home/code/.local/share/sqlmap/out
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SQL injectionPhEIE M2 E

> Defense in Depth (%€ 7% FhH &L
O#gl A ;F1E (input sanitization)
O#i A §87E (input validation)
O£ B{LE 8 (prepared statement)
O5x/\#EPRJRERI (Principle of Least Privilege)

O£ FH WAF (Web Application Firewall) 77 :&
OZxZE I F5T M E& (SSDLC)

EEE
2mmMEE
HEMAZHANTETRERR - XA REXGIRRERZE
ARR -

AZS B TVE(E - B RSQLFE W E N &l -
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XSSPhs&£2

> Output Encoding (& & Bl 5C it 4R 15)

<div class="comment">

<script>alert("XSS")</script>
Character Entity Encoding </div>

&quot;

& &amp; l

dapos; <div class="comment">
< &lt; &lt;script&gt;alert(&quot; XSS&quot;)&lt;/script&gt;
S &gt; </div>
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XSSPhs&£2

CCook|eanHttpOn|yl= 4 OCSP SR EEAIETE - F1E Ol Be R 4B ml b

o /% PlJavaScriptig HlCookie & ® https://csp-evaluator.withgoogle.com/

® 5% FE Content Security Policy Ml
® https://content-security-policy.com/ S B

o o CSP Version 3 (nonc T i COMpantifty chec °
Content Security Policy
Request:
-— http://example.com/assets/js/file.js —_— .e Evaluated CSP as seen by a browser supporting CSP Version 3
= Request: . . . & s . -

http://example.com/assets/css/file.css N N O A e A R PR P R i

Content-Scurity-Poficy: @ cgeicanpuung Mg ot o Of UGS WVCH Can execute JavaScnpt, Can you set it &
default-src http//www.example.com oo

ot dom

Request: (blocked:csp) P r—
http://malicious.com/assets/js/xss.js
Legend
@ Hioh severty g

Content Security Policy evaluates and blocks requests for assets
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